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I ntroduction

Mercury /32 isan SMTP/POP3 mail server for Windows NT and Windows 95 platforms.

MOREnNet recommends installation on an NT4 Domain Server for centralized mailbox and rights

management.
Note: Mercury does not recognize users or groups as defined for the NT Domain, so manual
input of user information is required.

Before You Install

1.

Log ontothe NT server as Administrator. Using Windows NT Explorer, make one directory
for user mailboxes on the NT server, for example c: \ mai | . If acentralized home directory
has already been defined for domain users this directory may be used, but Mercury will only

point to one location for mailboxes. The name of the user directory (mailbox) must match
the username exactly. At this point you can add individual user directories (mailboxes) or

you can add them later during Mercury configuration. After Mercury has been installed with
the default mailbox directory, Mercury automatically creates a user mailbox there every time

anew user is added.

Grant the group everyone “write” permissions to the parent directory. For each user
subdirectory the user should have al rights and the group everyone should have “write’
permissions. For example:

Parent directory=c: \ mai | Rights for group everyone = “write”

Mailbox=c: \ mai | \ user name  Rightsfor group everyone = “write’
Rights for user = “full control”

TCP/IP and DNS must be configured and working on your server.

Y our Internet Domain name must be registered with MOREnNet. To register, send e-mail
with the IP number of your server and the Internet Domain name for your mail server to:
register@more.net

For example: i pAXXX.XXX.XXX.xxx = Mail.District. K12.MO.US
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I nstallation

1. Logintoyour NT domain as administrator. From a Web browser download the Mercury
self-extracting file from www.pegasus.usa.com to adirectory on your NT File Server.

2. The current supported versionisnB82- 301a. exe
3. Doubleclick onthe. exe fileto start the installation process.
4. Click setup.

Mercury/32 Setup |

Mercury for Win32 Setup

Wielzome ko the Mercuny Mail Transport for Windz systems!

Thiz zetup program will do the following thingz:

[lerie s

* Copy the Mercuy/32 program files o paur hard dizk ar bo paur
file zerver if you are inztaling on a network.

* Create a Mercund32 Program b anager Group for you,

[f you have installed a previous werzion of bercuny/32 that you
vaould like to update to the new version, click “Install update': your
exizting data files and settings will be preserved.

MHew installation [nztall update E xit withaut ingtalling

Figure 1 Setup

5. Choose new installation or Install update.

6. When a page appears showing the new features of Mercury version 3.01, click continue.
7. Choose no NetWare support (unless your are running nwgateway on your server).
8. Accept the default directory for Mercury or type in another location.

9. Click no Pegasus Mail integration.
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10. Type in the location of your mailbox directory as defined earlier (c:\mail).

11. Protocol Configuration — choose the following:
SMTP Server
POP3 Server

Mercury/32 Setup E

Protocol Modules

Mercuny 32 communicates with the outside world via plug-in
components called Protozaol Modules. Each protocol module provides
a particular kind af service - far instance, receiving ar sending mail

Flerielinss Different sitez may need different mises of Mercun protocal modules
i ! to get best zervice. Please select from the zet shown below the
protocol modules you would like. IF pou are in doubt, it is usualy zafe
to ingtall all protocol modules. Click the 7 buttan for more
infarmation on each module

W Mercunys - SMTP Server Module

¥ MercunP - POP3 Server Moduls

™ MercuryD - POP3 Client Module

I Mercunis - Task Scheduling Module

™ MercunyF - Finger Server Module

™ MercuyH - PH Query Server Module

™ Mercunw - Change password server

o [ o oo |

Ok, continue iq@EaIIation I Help me to chooze E xit wwithout inztalling |
iy

Figure 2 Protocols

12. Click OK to continue. The SMTP client module screen appears.

Mercury/32 Setup

SMTP Client Module

tercury communicates with the outzside world using a protocol
madule called an SMTP client. The program iz shipped with o
different SMTP clients. Wou may choose to use one or heither.

Pl r . . . S
lepietr 1: Mercur_l.JE._ Thiz module iz a relay maller_ it Install MercuryC |
contacts a zingle larger aystem and askz it to

zend mail on it: behalf. This module iz best

zuited to intermittent dialup connections, since
it results in the connection hime being kept to
a minimum. T hig iz alzo uzually the module of
choice for uze behind firewalls.

2: MercuryE. This module performs full SMTP
delivery. It iz fast, and best-zuited tao sitez with Install MET]EL‘HE |
pemmanent or high-speed Internet connections.

Install no SMTP client . Exit withoutinstaling |

Figure3 SMTP client
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13. Chooseinstall MercuryE. A screen appears asking for configuration information.
14. Define Internet domain name. For example: Di strict. k12. no. us
15. Username for postmaster (person to receive delivery notifications).

16. The next screen asks for type of relaying policy; choose strict relay.
Note: You must choose strict relay to comply with MORENet Acceptable Use Policy.

Mercury/32 Setup |

Mercury for Win32 Setup

YWhen uzing the Mercums SMTP Server. vou can choose how pou
want to handle a practice called "Relaving”, where your server
accepts and processes meszages destined for anather server.

Three levels of relaying control are available to pou:
JEReL o
MHarmal relay contralz: anly enders with walid local
addrezzes may relay mail. Thiz requirez no upkeep
and prevents the vast majonty of relay abuse.

Strict relay controlz: preventz all abuze, but requires Sict
maore maintenance. Only local senders on approved =

|F addrezzes may relay.

Mo relay contralz: not recommended, since it may get None
wou inta trouble with people who are pazsionately = |

oppozed to ungalicited commercial e-mail [M'zpam').

E it without installing |

Figure 4 Strict Relay Policy

17. The next screen asks for the queue location; accept the default.
18. Mercury isready to install. Review settings before you click OK.
19. When completed, click exit. Your mail server isready to go.

20. From Program Menu click Mercury to start mail server

Mercury is started from a program menu (the modules do not run as services on an NT server).
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Configure Mail Server

1. Go to the configuration menu in Mercury, then choose Mercury Core Module. The local
mailbox directory path will default to \~8. This screen should reflect all the settings as

defined during installation.

Mercury Core Module Configuration EHE i

General 1 Local du:umains; Gru:uups; Files ; Hepurting;

— General configuration settings
[nternet name for thiz sustem: iF‘HEIXY.EEINSLILTING.MEIHE.NET
Mail quee directory: |C:\MERCURY\GUELE

SMTP queue directary: |C:\MERCURY\QUEUE

Local mailbox directary path: ;E:'\M.-’-'-.ILR"E
Time zone [+ 5=]; ;+EIEIEIEI ¥ Auto
Pall far new mail every ;.ﬁjmu zeconds
Uzermame of postmaster: W

For delivery failurez, return ;1 3] lines of the mezsage

¥ Broadcast notifications for nomnal mail [if supported)

[T Broadcast notifications For receipts [if supparted]

¥ Send copies of all errors ta the postmaster

¥ Change file ownership to recipient [if supported)

¥ Suppress validation of “From" field when proceszing mail
[ Hard to quit [only exit L\V%Etrl + [FilelE xit]]

| k. i Cancel Help

Figure 5 Core Configuration

2. Select the Local domainstab. This screen asks you to define local domains that will be
serviced by this Mercury Mail server. You should have at |east three entries:
One for the local name
One or more Internet Domain Names
One for the IP number of the machine
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Mercury Core Module Configuration !

General Local domains | En:uupsl Filez I Fiepcnrtingl

[
Local host or sefier | Intemet name |
s
Prox Prosy. Congulting. More M et
207.160.134.132

Prosy Prosy

Add new domain LChange entry

MHotes

* Changes in thiz page are not undone by the 'Cancel buttan

* Comect configuration in this page is crtical to proper operation - please
enszure that vou read and understand the help carefully.

F Cancel Help

Figure 6 L ocal Domains

3. From the configuration menu choose SMTP Server. Because strict relaying is enabled, you
must define which private and public networks are allowed to send mail through your mail
server.

Note: A new feature has been included with this version that allows for SMTP
authentication. Thisisan optional selection that provides an additional level of security. If
this option is selected the user will be asked for their password every time they send an
outgoing message.
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Mercury SMTP Server I

General Felay/Connection control |

— Connection control

P Address

| Alow | Refuse |

207.160.134.0
10.0.0.0

Change selection | Hemove Selectinnl

i

=i

— Relaying control

Fazawiord|filer

¥ Do ot permit SMTP relaving of non-losal mai
¥ Usze stict local relaving restrictions [zee help]
[ Require Authenticated SMTF for relaying

Edit |

Cancel |

Help |

Figure 7 Relay Control

4. From the configuration menu choose Manage local users. All of the foldersin the designated
mailbox directory should show up as mail users.

Pegaszus Mail Users

Mailbox directory:

| SHOME
Current users:
* albert [Mone]
* charley [Mone]
* cynthia [Mone]
* hark, [Mone]
* patti [Mone]
* temph [Mone]
* tempd [Mone]

=

R

o dd

= [Jelete

#¥ Change

wi Mame

. Cloze

Figure 8 Define L ocal Users
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5. If you assign a password, apasswor d. pmfile will be created in the users mailbox
directory. At thispoint you have two options:

Assign passwords for all users OR
Type in ageneric password for all users and let users manually edit their passwor d. pm
files.

User details

]
Uzemame [conthis] l_l

Cancel |

I}’ Help |

Perzonal name |[N0ne] |

POF3 pazzword
APOP zecret

|

v Administrator privileges
= i v it

L&

Figure 9 Assign Passwords

Note: Mercury will not recognize an NT domain logon password; a POP3 password must be
defined. Passwords are case-sensitive.

6. Userswith Administrator privileges can manage user information and change configuration
options on the server.

7. Load a POP3 client such as Eudora or Netscape mail on aworkstation and fill in the POP
information for auser on your mail server. Test functionality of server by sending yourself a

message.
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Additional Features
Mailing Lists

Mailing lists can be managed through Mercury Mail once the user database is set up. A “List of

Lists’ fileisatext file that defines mailing lists served by Mercury and their parameters. The

path for thisfileis defined inthemer cury. i ni file by default as:
c:mercury\nercury\lists. mer

Thisfile must be present (even if it isempty) before Mercury will allow you to configure the

lists. Oncethefileis present you can go to the configuration list and choose mailing lists.

Mailing hsts
Address Membership file
tegtlizt cohmercuntrnercuntestlist mem _:J
|
Lizt addrezs: | |
tembership file: | |
Add as new list | LChange zelection | Delete selection |
Edit list details, sethings and membelsh‘} I

Figure5 - Definea Mailing List

Typeinthelist address (if it islocal, you do not have to add the domain name) and a name for
the membership file, then add as new list. Once the list has been added you can select that list
and choose edit list details, settings and membership.
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Mailing List Definition

List details
“Title: ‘ | Iz a full address Gave I
“welcome file: Farewell file: Help |
Archive file Help URL:
Signature file Ennars go te: List membership... |
Size limit: D bytes
| Allow public subscription | Allow membership enumeration Cancel |
| Moderator submission only | Member submission anly
| Force replies to go to the list | Use "Helper" URL headers

| Conceal from Maiser “list"' command

Anonymous mal support <+ Mot anongmous > Logged anonymous > Fully anonymous

il Add as new moderator i
_I Change selection I
Moderator address: | | Delete selection |

Digest support

Digest lilename:l:l | Mew subseribers default to digest made
Max size [byles].D td &= waiting period [hours): EI

List owners or moderators

Figure6 - Configure Mailing Lists

Refer to the Mercury help guides for a complete description of each variable defined and its
effect on the mailing list. Once the parameters have been defined, authorized users can subscribe
to the list by sending e-mail to:

mai ser@host.domain
Users can also unsubscribe, view members, view lists available by host and set mail and digest
functions. Moderators can add or remove users and change their options.

Aliases

The alias option allows you to forward e-mail to non-local servers and to set up special types of
e-mail accounts. Simply choose alias from the configuration menu, then type in the alias and the
real address.

For example, al i as=l ocal usernane andreal address=l ocal user nane@ol . com

Any e-mail that is delivered to the Mercury server for the local user is automatically forwarded
to their account on aol.com.
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